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On

Tendencias de Ciber
Ataques en el Mundo




Top 10 Threats to Industries Worldwide Top 10 Threats to Industries Worldwide

Select a threat type to inspect Select a threat type to inspect

- ) —
By Volume ® Sunday, July 7th 2024 UTC [2]3]4]5]6]7 8] By Volume ® Sunday, July 7th 2024 UTC [2]3]4]5]6]7]8]

% OF TOTAL % OF TOTAL
Technology 287,878 Technology 5,220,665

10.42

32.89

Telco/Carrier 267,956 Retail/Hospitality 1,416,767

Manufacturing 122,058 97 Education 1156,274 8.93

Education 81,015 4.42 Telco/Carrier 1,135,265 7.29

Other 53,593 2.93 Banking/Finance/Insurance 458,192 715

Healthcare 48,043 Energy & Utilities 420,743 2.89

Transportation and Logistics 44,530 Healthcare 347,365

A

Government 41,670 Manufacturing 339,043

Banking/Finance/Insurance 40,362 Government 247,235

Energy & Utilities 34,594 MSSP 204,978
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Tendencias de Ciber
Ataques en el Peru




Tendencias de Amenazas en el Peru ©

Threat Analytics Peru

® Sunday, July 7th 2024 UTC |2 [3]4|5]6](7

\
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Tendencias de Amenazas por la Industria en Peru

Top Industry

Virus

Telco/Carrier
Technology
1edia/Communications
MSSP

Energy & Utilities
Government
Retail/Hospitality
Aerospace 8 Defense
Manufacturing

Education

Botnet

Telco/Carrier
Nonprofit
Healthcare
Technology
MSSP
Government
Education
Manufacturing

fedia/Communications

Consulting

cyndryl
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Casos de Ciber
Ataques
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Caso 1 — Sector Financiero

¢ Quién fue el afectado? ¢ Qué comprometieron? ¢ Que comunicé el banco?

& Santander

Comunicado

Madrid, 14 de mayo de 2024 - Grupo S ha tenido reci conocimiento de un

acceso no autorizado a una base de datos de la entidad alojada en un proveedor. El banco
0 de i i didas para i elincidente, como el bloqueo del acceso a la

base de datos y un refuerzo de la prevencion contra el fraude para proteger a los clientes.

Tras la investigacion llevada a cabo, podemos confirmar que se ha accedido a informacion de
clientes de Santander Chile, Espaia y Uruguay, y de todos los empleados y algunos
exempleados del grupo. En el resto de mercados y negocios de la entidad no hay datos de
clientes afectados.

[7iE e

En la base de datos no hay informacion transaccional ni credenciales de acceso o contrasefas
de banca por internet que permitan operar con el banco. Las operaciones y los sistemas de
Santander no estan afectados y los clientes pueden seguir operando con seguridad.

o Banco Santander es una de las principales o Informacion de clientes. o  Afectacion en 3 paises: Chile, Uruguay, Espafia

instituciones financieras globales, conocida por su o Datos de empleados y ex empleados o No se afecto la informacion de credenciales.

extensa red de servicios bancarios y financieros,

o int . | . | o No se afectod informacion bancaria de sus clientes
presencia internacional, y compromiso con la

innovacion y la sostenibilidad. o  Recomendé estar atentos a posibles phishing.

kyndryl



Caso 2 — Sector Transporte

)1 WY FLES ARE ENCRYPTED - Notepa .

File Edit Format View Help
ello!

First of all it 15 just a business and the only thing we are interested in 1S money.

ALL your data was encrypted.
Please don’t try to modify or rename any of encrypted files, because it can result in serious data loss and decryption failure.

Here 15 your personal link with full information regarding this accident (use Tor brouser):
http://rnsm777cdsjrsdlb54v5qoeppu3px65b21gmh53jzrx7ipcrbj25b2ad.onion/<victim_id>A

kyndryl
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https://www.escudodigital.com/ciberseguridad/ferrari-victima-ataque-ransomware-compromete-datos-personales_54878_102.html
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Customer Journey




Customers Journeys

; Qué es?

. Por que?

., Como?

kyndryl

Se refiere al proceso por el que pasa un cliente cuando interactua
con kyndryl para modernizar, innovar o transformar su
panorama empresarial y tecnolégico.

Un Customer Journey bien disenado ayudara al cliente a alcanzar
sus objetivos comerciales, que incluyen una experiencia de
usuario mejorada, soluciones modernas, mayor eficiencia,
costos optimizados, seguridad mejorada o mayor escalabilidad.

El Journey puede ser complejo y puede involucrar multiples
stakeholders y challenges. Dependiendo de la complejidad, el
journey se puede dividir en journeys mas pequefios denominados
micro journeys y puede abarcar varias etapas, comenzando con
una evaluacién, seguida por el disefio, la planificacién y la
implementacion de cambios, la optimizaciéon, la gestion y el
soporte continuos.
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Fields of Plays
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Fields of Plays

Industry

Travel and
Transportantion

Bupoyuowl eoway
g and
Zation
tools
€castj
an astin
d analytics g

sweishs jonuod pue
Dynamic pricin
revenue optimi

Dernand for

igi Customer Talent
Digital Tolert
g Customer @ Trust 1
Experience
©© Operational & @ -

O-0Efficiency

Perso ’
Re Nalizeq Travel

commendatEOns
Travel and Transportation

Journey Entry Points
(Demand)

kyndryl



Fields of Plays
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Security Field Plays

Zero Trust
Secure your digital transformation with end-to-end access
control and fine-grained security.

Ransomware Defense

Defend against ransomware attacks and protect critical assets
with comprehensive security measures.

Security Operations

Strengthen your cybersecurity posture with proactive threat
identification and response.

Cyber Security Incident Response & Forensics (CSIRF)

Manage and mitigate security incidents with a systematic
response approach.

kyndryl

Cyber Resilience
Anticipate, withstand, and recover from cyber threats with a
resilient cybersecurity framework.

Public Cloud Security

Ensure data sovereignty and minimize cyber threats in public
cloud environments.

DORA Awareness and Preparation

Prepare for and comply with DORA regulations to ensure
operational resilience.

IAM Maturity

Building a shield of trust, aligning with Zero Trust principles to
safeguard the digital realm from unauthorized challenges.

>
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Ransomware Defense o

Provision Stage Gaining Traction

Awareness Delivering Refining Scaling
%,
% 9 ?
< % :
'%,), %. 2 § Mandatory Segregate Functions %, i a
%) & 6‘;,;, ’)% : Use of MFA Based In RBAC UEBA Monitoring 4 69. 6«% ; %:)
% % Q. % é N T Y
@ @,o 90 oo d‘f ' Qef ?r o, $ 0@ o
% %. x%o %o 6,)0 : Centrallzeq Access - Control Privileged '% O@ '%;p g{,,/ 6{.} Q}, L
o 9))0 ‘7&@ %ﬁ, O% % Control With SSO - Access With PAM %o ) oO’) (33 N ’}9— 6%/9
%% Y Y% 3 % | : DNS %%, b, B % 3%
‘.. H S 7 A, .
¢ ‘%}i % %w o’?;; KX : Protect Vulnerability : Adopt Request > 3 &% C%y& "i)o 9"@
E ) = ‘ l : Using EDR Management - Data Encryption Filtering g ; : . -
. U | S U] e Implement Patch Secure Protect Active Protect the Micro ,‘ | M | U U LU I -
Journey : Management Program Hardening Directory Hypervisor System  Segmentation : Journey
Start : End
Adopt Email Implement

Prevent Unauthorized Access
Protect Endpoints

_ Protect Users Against Phishing
I Cyber Resiliency Journey

kyndryl

Filtering Solutions

Protect from Prevent
Malicious Web Sites

Cyber Resiliency
Journey

Spoofed Emails

Browser Isolation

Perform Phishing
Simulation



Public Cloud Security

Provision Stage

Awareness Delivering Refining
IAM Policies & Harden Root/ Master : Just in Time
Processes Account Adopt CIEM Access
Least Privilege & SSO & MFA IGA
PAM :
Secure laaC Implement Protect Automats Posturs
CWPP Containers Remediation
: Vulnerability & SASE/SSE Micro- .
Securi ty Patch Management : Segmentation
Maturity Data Controls and  Activate
Assessment Strategy Architecture  CSPM Saa$S Security Secure Configuration :
B : Policy and Logging ! SPM
9[] 'y ¥ f ®F NE EE-NN BN | E— et ———————] [ —— D—

Cl ] — —— — . ;
i - i Saas Discovery iFpleineE CASE Monitor Qonﬁg :
Journey Secure Cloud  Catalogue ‘Secure and Shadow IT : changes with SSPM :
Start Adoption Assets, Ids Landing Zone : :
Strategy and Apps ! i
Secure DevSecOps API Security Apply Data Edge Delivery
Pipeline Encryption Services :

Serverless
Security Testing

laaS/PaaS

B s:aS Discovery &
B /pplication HSM Classification
B Dot

Encryption & Data

DLF:’ Tokenization
KMS Backup :

& Masking

kyndryl

Penetration
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Gaining Traction

Scaling

Adaptative
Access Control
UEBA
Automate Actions
on Behavior

Threat Monitor for

Detection and Credentials
leaks

Response

- E— -_;I:l
P N .
e
Journey

Offensive
' End

Security

' Data Lifecycle
Management

. Sovereign

Cloud

Data Ps;ivacy
Platfarm



Cyber Resilience =

Provision Stage 5 Gaining Traction
Awareness Delivering : Refining : Scaling

.............................................................................................................. S R i, - L R L L SR R, /SRR s

Prevention of

Unauthorized Vulnerability
Access and Network Threat Endpoint and Patching
Commands  Segmentation Detection Protection Management
Compliance, : Backup and :
Standards : : Business Backup Recovery : : Reporting Automation Supply
and Risk : Continuity Policy Strategy and : Testing and and and Chain
Regulations ~ Assessment Plan Definition Solution : . Simulations Analytics  Orchestration Resilience
r : r
e [
L . L
A . . : : Data Data Immutable Air Gap Clean Room Recovery X
Business Asset : Business  Disaster Cyber Disaster and Redundancy  Integrity Data Protection  Recovery  Performance Operational  opservability ESG COE
Strategy and Mapping ¢ Impact Recovery Incident Recovery Validation Efficiency and XLA Alignment (Center of
Objectives and . Analysis Plan Recovery  Strategy and : and Excellence)
Dependency : Plan Solution Integration
Analysis :
Mass Threat Crisis Trained and
Recovery Mitigation Management Scalable Staff
Model and Forensic
Analysis

meesmsmmm—— Reliability

s Response and R:ecoverv
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Cyber Resilience

Security Operations Center Cyber Security Incident Response & Forensics

isi A : Provision Stage Gaining Traction
Provision Stage Gaining Traction 9 . : L. 9 .
Awareness Delivering Refining Scaling
Awareness Delivering Refining Scaling
Becoming aware and starting exploration Solution Design, Implementation, Integration and Testing of benefits via and Manage and Scale solution across organization
Security Assurance Develop Standard rd Party Risk Log Quality and Use
Management Playbooks Management Cases Review
% IR Plan Review Develop Playbooks
%, Customization Existing IRP Enumerate 3% paity Initial
Define Threat  Integrate Threat Align Threat insights. Brand Monitoring ng R fonships .
%@0 Intel Strategy ~ Feeds (Tools) with Business Needs: & Protection % '?%1 Establish pol‘;ues, o (o Jﬁl:elllor;f\l;l;&m Rzzg:’er:rs‘e. : Post- Renorting & l‘l’ral!nmgg.‘
% procedures, g h Sysie ) H *incident eporting esting,
% \dentiy IoCs Proactive Threat "0 %,; 9, Team playbooks etc.) isolation Analysis Containment Eradication Analysis Documentation tabletops
Identification & Mitigation “"sq'%% e T, o, rl H - i i
SIEM (Identify Adopt NDR for 45':4,/\ er%&&"% ’b% %L o | i J— — o— — — — o o i () Ju—( -
VMS with Threat Data Sources Adopt EDR / Monitoring Implement Adopt Automate Patch ¢ R, % 1?4, s - - H ) H E on of H Response 3
o UC & Rules) XDR Network Flows. UEB; XSOAR ID Existing Tra,mng, Incident Triage collection, Root Cause num_arauon ol Recovery . Review &  Integrate IOCs
—Z_D O O O O O O O iy D Journey = Technology testing, & Identification evidence Identification : at-risk data Review Update into SOC
i Start (EDR, SIEM, tabletops preservation H platform
Journey ey et0)
i Data Enrich Data (Using Use Al to Quickly End
Normalization Data Lake) Analyze Alerts
Data Tokenization Apply Data ML
& Masking
Training Programs Create SOC
Development Efficiency Models
SOC Processes i Perform SoD (UAC SOC Workload IR is an ongoing process of learning, adapting, and
BN Threat Insights / Intelligence Biited O RBAC) Management improving. Each incident provides valuable dataand
v " i experiences that, when leveraged properly, will contribute to
ecurity Lake ive ingi it
BN Peopie and Organization a more robust and e'fec(llr\]lg ;Sﬁj?eem response capability in
IAM Maturity Z [rust
Provision Stage Gaining Traction Provision Stage o Gaining Traction
Awareness Delivering Refining Scaling . Awareness Refining
e e Identity Detectand remediate
Processes Identities (SSO) PAM abnormal behavior
oenis Asssinic] ‘%m 4%¢ Qq,_ H ImplementLeast AdoptMFA Limit access with
Adopt MFA ‘Access Level | ey o,,% C}% bo% Privilege Model Justin Time
2, O K
s, 2 o
Enable Adaptive ine Grained Access Incorporate ’%e/\ KN EAY i Manage Vuinerabilties Protect Mobile Advanced automatic
Authentication (RBAC/PBAC/ABAC) UEBA o 9 %, (46 «:% '%% based on Risk Devices remediation ] o
H 2 % i
i % <, % 4{% % -r% S . Journey
Employees Automated Enable %, % % %, %, @ % Enforce Adopt Endpoint Setlrsactces
Onboarding/Offboarding i Self-Service Portal SN By % ’é»;% “% i Devices Detectionand for Modern Threat
i . 7 % @ % n:‘,» Y %, Continuous Response Detectionand
i Integration with Gg“/’::::‘r;“:& “)% % %@ % 9 '64‘\ % Compliance Response
II/:M Matunql/ oo i D?I?n_ 1AM Integration with Perform Policy - perform Entilement Thiset Deloctionand  Z1erTaes i i EsassasaNEes
ascssment._(Sir2iegy i HR Systems Definition & Recertiication & ) esponse iy D Q
& = 2| =
el:l £q D Macro-Segmentation ASE M "
G g Journey &NDR Conditional Os"snswe |
b 3 Journey Start | Access via risk- ecurity
Joumey Defino A pesign 1AM Desian 1AM Implement PAM Enforce Just-in-Time Pe"‘zlzi?::“'a’ End A Enable App based adaptive Tesing |
rganization  Program Architecture Enterprise Solution Access/PEDM SSOand End to End Protect Adopt policies. |
‘ MFA Encryption APIs
\; \ Move to Next
Privileged Accounts Adopt Least  © ProtectSurface
Discovery Privileged Model : \dentit Shift Security Setup App Secure & AdoptCASB
i Identity Dewceys ! i Left Logging Monitor Legacy
i Proofing/Integrate with H (DevSecOps) Apps
Enable SSO H verified Identity ﬁe&work Tokenization Implement
I Authentication and Authorization N M Apps & Workloads & Masking DLP
I Data " D)
Idonthy Hiocycle Centralize Identi Integration With
Privileged Access Management ol ReaplzZito:y ity B2B/B2C Identities - H Data Di_scovgry Encryption Key Data Secure Lifecycle
I dentity Repository & Federation H | H & Classification Management Management
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Resultados
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Resultado — Zero Trust

Provision Stage

............................... Awareness G ........Delivering i Refining ¢ o......Scalng .
Identity Governance Consolidate Implement Detectand remediate
Processes Identities (SSO) PAM . abnormal behavior
’% 4‘7?0 Oo&_ Implement Least Adopt MFA ELimit access with
%, ¢ 2 Privilege Model Justin Time
% % %
@o, 0\_; ‘5:9?-2 Q’b A
% ° » Y %, Manage Vulnerabilities Protect Mobile Advanced automatic
"\/\O o ’?{,./ ’O\g‘y '00/ based on Risk Devices remediation
2 . S %
& % % 46@ o % O O . . . .
S %, % 2, LN 3 Enforce Adopt Endpoint : Secure access
£ 5 °’>¢, % ‘76:,. C ’7@ Devices Detectionand forBYOD Modern Threat
> iy /o () i) ° % Continuous Response S 1T Nine
Z. P G B % % % Compli P Detectionand
%o ¢’O % QOQ 5, % % ompliance Response
- Limit Exposed Services
£ O /
Macro-Segmentation Implement SASE Micro-Segmentation )
Journey A &NDR Conditional Offensive
Start | Access via risk- Security \
\_ Enable App based adaptive Testing \
SSO and End to End Protect policies ‘
MFA Encryption APIs
£ Move to Next
: ProtectSurface
Identit Shift Security Setup App Secure & : Adopt CASB
en' 'y Left Logging Monitor Legacy
Devices (DevSecOps) Apps
Network P— Implement
Tokenization P
B  Apps & Workloads & Masking
I Data

kyndryl

Data Discovery Encryption Key Data Secure Lifecycle
& Classification Management Management



Resultado 1 — Ransomware Defense

Provision Stage Gaining Traction
Awareness Delivering Refining Scaling
<&
%
% 9
& % : : :
%a o% 2 i Mandatory Segregate Functions % : %
o% o ,% o% : Use of MFA Based In RBAC : UEBA Monitoring " 4;0. ’ov% ] 5,
y : : o 3,
% W o s O O o—i—0—@ A
@ /(', J 00 + ! . Y e 0, & 9 a
% °§- d*% 44-0 Q”o' Centralizeq Access . Control Privileged '% Oo '%39 "o" %,, o% J«d@
0% T % Q Q { Control With SSO © Access With PAM % % 2, %, % %
©, Y ¢ @) @ . H &) O ?,\
%% : DNS By, ®
2 Protect Vulnerability © Adopt Request
Using EDR Management : Data Encryption Filtering
9'- D | L ¢
& Implement Patch Protect Active : Protect the Micro
Journey Management Program Hardening Directory Hypervisor System  Segmentation Journey

Start End

Adopt Email Implement
Filtering Solutions Browser Isolation

Protect from Prevent Perform Phishing
Malicious Web Sites Spoofed Emails : Simulation

Prevent Unauthorized Access
Protect Endpoints

- Protect Users Against Phishing
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Resultado 2 — Ransomware Defense

Provision Stage Gaining Traction
Awareness : Delivering : Refining Scaling
%,
%,
G :
%')e %, /;,Q : Mandatory Segregate Functions 60 o)
9 ., % : Use of MFA Based InRBAC ' UEBA Monitoring 4 % -3
%4, % B "4 : : 3 % K Y
% e G a O O O ———) % % % iy %
'z’é % DY % % : Centralized Access e | Privileaed 'P/O R S, : %, & C
% Z % 2, % . ontrol Privilege 22, 5, 3 % %
o 9 ‘7‘%\ %ﬁ, Oo@ % ' Control With SSO Access With PAM N ,QC). 2, ,Qp 60 %ﬁ. G}\/
Q‘/'OC} %, 2 A %, : %, %, % 2 %,
%o, % % % % ) ; DNS 5 %, , %
S %y %, 2 Protect Vulnerability . Adopt Request 2 %
N Using.EDR Mangment Data Esryption. Filtaring . .
4 = O o )
. Implement Patch Secure Protect Active | Prqtect the Micro _ N
Journey Management Program Hardening Directory Hypervisor System  Segmentation Jo;rr:’ey
Start : n

Adopt Email Implement
Filtering Solutions Browser Isolation

Protect from Prevent Perform Phishing
Malicious Web Sites Spoofed Emails : Simulation

Prevent Unauthorized Access
Protect Endpoints

_ Protect Users Against Phishing
Fase | Fase || Fase Il

kyndryl Linea de Tiempo | | |
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Ransomware Defense — Centro de Datos FONAFE

Provision Stage Gaining Traction
Awareness E Delivering : Refining : Scaling
<&
%
% 9
& % :
'%o, %, 2 : Mandatory Segregate Functions
%) % () %’ o% : Use of MFA Based In RBAC : UEBA Monitoring A
A ) : . E %
Jh % % h ® o o o
% 4 % % Y : Centralized Access © Control Privileged 29
XTI °’>¢ % Q’z ; Control With SSO ' Access With PAM %,
[ ) : :
%% % Y B % s DNS
¢ % % N % % Protect Vulnerability Adopt Request _
o ] Using EDR Management Data Encryption Filtering .
) O © O @ O 0O @ )
Implement Patch Secure Protect Active : Protect the Micro -
Journey Management Program Hardening Directory Hypervisor System  Segmentation Jolt;rr;ey
Start : n

Adopt Email Implement
Filtering Solutions Browser Isolation

Protect from Prevent Perform Phishing
Malicious Web Sites Spoofed Emails : Simulation

Prevent Unauthorized Access
Protect Endpoints

_ Protect Users Against Phishing
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Informe de Resultado

Assessment Results

Introduction

In this section you will find the results of the Customer Journey Assessment, which is composed
by a set of questions designed to map your organization level of impl ation and P of

key journey requirements.

The Kyndryl Customer journeys are organized in four main stages (Awareness, Delivering,
Refining and Scaling) and within each stage, there are stations, which are where the

requirements are defined and action takes place.

For each station, you may have one or more questions, which can be answered as Yes
(Implemented), Partially (Partially Implemented) and No (Not Implemented).

Recommendations are provided for stations where the answer was Partially or No

Journey
Name

Network
Modernization
v2

Network
Modernization
v2

Network
Modernization
v2

Network
Modernization
v2

kyndryl

Journey
Stage

Awareness

Awareness

Awareness

Awareness

Journey
Station

Data & Apps
consumption
assessment

Network and
Security
Operations
Assessment

Define Network
Technology
Stack

Security and
Compliance
GAPS

Assessment

Question Response

Have you conducted a Partiallly
thorough assessment of

applications’ network flows?

Have you leveraged any tool

to identify unknown traffic

flows?

Do you have centrally Yes
managed network operations

in place that meets the

business needs? Have you
performed operations

assessment for NOC and

sSocC?

Do you have a forward locking No
enterprise architecture

document that identifies

technology vendors for all

aspects in your network
environment? Do you have a
process in place to

continuously evaluate this
document?

Have you performed a Partiallly
targeted security and

compliance assessment of

your network environment?

Are you confident in saying

your neftwork devices are fully

hardened and secured from

any external threats?

Network
Modernization
v2

Network
Modernization
v2

Network
Modernization
v2

Network
Modernization
v2

Network
Modernization
v2

Network
Modernization
v2

Network
Modernization
v2

Network
Modernization
v2

Network
Modernization
v2

Awareness

Delivering

Delivering

Delivering

Delivering

Delivering

Delivering

Delivering

Delivering

Comprehensive
Roadmap and
Execution
Strategy

Cloud Strategy
Plan

Hybrd Multi-
Cloud
Connectivity
design & Build

Hybrd Multi-
Cloud
Connectivity
design & Build

App/Data
Migration

DC Network
Assessment &
Planning

DC - Network
Design

DC- Security
Design

DC- Infra Prep

Have you defined a roadmap
along with timelines for
modernizing your network?
Have you created the
execution plan?

Do you have a comprehensive
cloud strategy that aligns with
your business goals. Consider
factors such as cost,
scalability, security, and

cC i, when ch ing
the right cloud model (public,
private, or hybrid).
(Yes/MNo/Partially)

Have you defined Software
Enterprise connectivity
framework

Have you implemented your
Multi-Hybrid Cloud networking
architecture? Do you have
automation in place for Cloud
network brokerage services?

Have you planned and
executed the deployment of
applications in the cloud using
the 7Rs (Rehost, Refactor,
Revise, Rebuild, Replace)
approach? (Yes/No/Partially)

Do you have target Data
Center Operating Model or
Blueprint defined to meet
modernized software defined
DC architecture of the future?

Is Software Defined Network
the targeted network
architecture and its design has
been developed and ready for
its implementation?

Do you have the updated
network security design
defined and developed that is
to be integrated with the target
DC Network architecture?

Is the data center setup ready
to support and accommodate
the physical and
environmental specifications

Partiallly

Yes

Partiallly

Partiallly

Partiallly

Yes

Yes

Yes

Yes

ap



Recomendaciones

kyndryl

Recommendation: Depending on business requirements it is advisable to have a tactical as
well as 5 year roadmap of Network services that meets the business requirements of future.
Its highly recommended such exercise is performed on 3 periodic basis

Additional notes: Por revisar con el equipo de arquitectura.

Priority: High Priority
Journey Stage: Delivering

Assessment Question: Do you have governance framework in place for defining, executing,
auditing and tracking network device compliance and risk management?

Selected Context: Client does not have a framework for Device compliance and risk
management.

Recommendation: A robust and matured framework is highly recommended which can
developed with help of appropriate partner. While organization can always develop such a
framework on its own, however partner’s industry and peer knowledge will be extremely
useful to ensure organization framework can be in line with Industry standards.

Additional notes: Kyndryl gestiona la red, se revisard al interno.

Priority: High Priority
Journey Stage: Delivering

Assessment Question: Have you started implementation of the new target WAN and Access
networks in all your sites - corporate, regional and remote sites?

Selected Context: Client may be half way through their project for deployment of the
network modernization/transformation on the WAN and/or Access Network for sites.

Recommendation: Organization has started on the path to standardize the LAN sites, Itis
recommended that the client creates a repeatable plan in place with @ methodology. It could

be based on refresh cycle or based on sites criticality.

Additional notes: Tienen definido el clear pass de aruba

Priority: High Priority
Journey Stage: Delivering

Assessment Question: Are the sites WAN and Access networks migrated to the new network,

integrated seamlessly and are functioning in expected performance?

Selected Context: Client may be half way through their project in migrating the users and
workloads to the new WAN and/or Access Network for sites.

Recommendation: Have a repeatable plan in place and ensure the migration plan and its
success criteria validation is performed every time a new site is transformed.

Additional notes: si ha sido evaluada, se esta evaluando con ZTNA

Priority: High Priority
Journey Stage: Refining

Assessment Question: Do you leverage Al based insights on top of standard observability
stack (Performance, capacity monitors) ? Have you developed Ul to grant role based access
with targeted views for NOC engineers, NOC managers and for executives?

Selected Context: This client lacks the latest observability stack for governing their network
services. Client does not have foundation in place to take advantage of enhancements in
artificial intelligence.

Client is not in a positioned to leverage insights into NOC operations using Al.

Recommendation: Modernization of network services also demand modernizing the way an
organization operate their SOC and NOC. That involves enhancement of operating model to
facto in dev-sec-ops framework, Without which it is impossible to exploit true potential of
your network infrastructure to meet Business demands, Network services can be agile with
modern NOC and integrating NOC and SOC operations. Recommendation for this domain
can be in four sub domains

Client needs to urgently start work in Implementation of Iatest observability stack that is not
only SNMP based but it has AP based collectors for Metadata that will indicate performance
and capacity of Software defined networking technologies.

If Client needs to evaluate tools or look for a partner which can bring these latest tools for
their Network operations. Client needs to look at adopting those API based tools for all
segments of network and define architecture to bring data in & central Data lake.

Client also needs to look at leveraging Al based operational insights not he central data lake
which can possibly look beyond just Network metadata. This will enhance Clients ability to

seamlessly integrate NOC and S50OC operations and even System operations.

Additional notes: Existen tareas automatizadas, para alertamiento.

Priority: Medium Priority

ap
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14.
15.
16.
17.
18.
19.
20.

21
22.
23.

Mapear y clasificar dispositivos

Definir politicas de seguridad

Gobernanza, Riesgo y Cumplimiento

Realizar evaluacion de madurez

Uso obligatorio de MFA

Implementar el programa de gestion de parches
Implementacion de Hardening

Gestion de vulnerabilidades

Deteccion y respuesta a amenazas

. Plan de respuesta a incidentes

. Realizar simulacién de phishing
. Analisis forense de incidentes

. Pruebas de seguridad ofensivas

Educar a las usuarias con formacién continua
Funciones segregadas basadas en RBAC
Control de acceso privilegiado con PAM
Monitoreo UEBA

Adopte el cifrado de datos

Proteger el sistema hypervisor

Ejercicios de Tabletop

Micro Segmentation
Seguro cibermnético

Implementar el aislamiento del navegador

Quick Win

Esfuerzo

Impacto

Big project

Thankless Tasks
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